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About this Guide

This guide is for Rsam Administrators intending to manage the integration between Rsam and
HighBond. It provides information on the following topics:

Integration Overview

Initial Set-Up and Configurations

HighBond Access for Rsam Users

Navigating to HighBond from Rsam

Rsam Saved Searches for HighBond

Importing and Exporting Rsam Saved Searches in ACL for Windows

Configurations in HighBond

Additional References

Rsam Administrator Help and Rsam End-User Help - For detailed information on features of the
Rsam framework.

HighBond Help Docs page in the Galvanize Community Forum - For more information on the
general use and administration of HighBond and related HighBond product components
references in this document.

Rsam Storyboard Administration Guides - Rsam Module-specific documents detailing the
components of the pre-configured storyboards.
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Integration Overview

The integration between Rsam and HighBond allows designated Rsam users to navigate from Rsam
into HighBond to view, manage, and share HighBond Storyboards created from Rsam Saved Search
data. The integration also allows customers to incorporate data from other data sources and to
combine that data with Rsam Saved Search data for presentation in Storyboards.
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HighBond Applications

The HighBond platform offers a variety of core capabilities, or applications, and this integration
leverages three of them: HighBond Robots, HighBond Results, and ACL for Windows.

HighBond Robots allow customers to define robots to automate:
e Querying data from various data sources, including Rsam Saved Searches
e Processing, transforming, and even merging that data with data from other sources

e Publishing that data to the HighBond Results app.

HighBond Results provides extensive capabilities for visualizing data and presenting it in the form
of Storyboards.

ACL for Windows, which includes Analytics, is the development environment for building robots. It
is installed on a client machine and is where users write the Analytic Scripts that form the robots.
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Additional HighBond Definitions

The following are definitions of some additional HighBond terms commonly used in this document:

Storyboard - A HighBond storyboard is a mechanism for combining data visualizations and rich
text content into a simple presentation layer that is suitable for consumption by Executive
Management and other high-level audiences. Storyboards are part of the HighBond Results app.

Visualization - Visualizations are graphical representations of data in the HighBond Results
application. Visualizations come in the form of charts, metrics, and summary tables, and they
are the core building blocks of Storyboards.

Collections, Analyses, and Results Tables - Collections, Analyses, and Result Tables are
various levels of containers in the HighBond Results app that are used to organize the
underlying data presented in Storyboards. Collections are at the highest level. A collection can
have multiple Analyses, and one Analysis can have multiple Result Tables. A Result Table can
have multiple Visualizations, and a Storyboard can incorporate Visualizations from across
multiple Collections (each pre-configured Storyboards from Rsam, however, maps one-to-one
with a specific Collection).

Analytic Scripts - Analytic Scripts are created using commands that import data, process it,
and write it to designated Result Tables. Analytic Scripts can be executed using the local ACL
for Windows desktop client, or they can be executed automatically on a scheduled basis using
ACL Robotics.

ACL for Windows — ACL for Windows is a desktop application that allows users to develop and
execute analytics scripts from their local desktop environments. ACL for Windows includes a
number of pre-configured data connectors, including the Rsam Connector, that allows ACL for
Windows to connect to and import data from remote data sources. ACL for Windows can also
publish results directly to the cloud-based HighBond Results app.

Robots — Robots are agents in the ACL Robotics application that can automatically perform the
functions that a user would execute manually in ACL for Windows (executing analytic scripts to
pull data from designated data sources, processing that data, and publishing results to the
HighBond Results app). Pre-defined analytic scripts can be executed on a scheduled basis,
either from a cloud-based or on-premise robot agent, eliminating the need for manual execution
from the ACL for Windows desktop environment.
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Features & Benefits

2\ Rsam

This section explains some of the specific features and benefits that the integration provides to Rsam

Uusers:

e Create and share HighBond Storyboards built from Rsam Saved Searches - HighBond
Storyboards secure the attention of executive-level audiences by the addition of visualizations.

IT Risk & Compllance Assessments Storyboard

Fites & Fiaginge

85

e Utilize powerful data analytics to process, transform, and summarize Rsam data to
create actionable insights - Present Rsam information in whatever way is most appropriate

to your target audience.
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Combine data from other data sources to tell a more comprehensive story about your
organization's IT risk posture - Critical IT risk information may not reside only in Rsam and
can be scattered throughout your entire IT infrastructure. ACL Robotics lets you combine data

from these data sources for a comprehensive data presentation.
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Automate with robots so that Storyboards are always up-to-date with changing Rsam
data - You can configure the robots to automatically update your storyboards with the data
changes in Rsam. Robots work around the clock to keep it all together as configured.
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SSO authentication provides seamless navigation to Storyboards directly from Rsam:
Drives user adoption by ensuring that Storyboards feel like an extension to the Rsam platform

that users already know.
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Initial Set-Up and Configurations

Rsam and HighBond Technical Support Teams will have carried out a series of activities to establish
the integration between Rsam and HighBond. These activities include but are not limited to the
following:

e Setting up your customer-specific organization in HighBond
e Upgrading your Rsam environment to version 9.2.2209.2 (or later)

Note: Customers having Rsam installed on-premise will need to upgrade Rsam by themselves.
However, they can contact Rsam Technical Support for any queries.

e Establishing the basic hand shake that allows Rsam and HighBond to communicate securely

Activities that an Rsam Administrator will need to configure to make the integration useful to Rsam
users are as follows:

e Designating Users for ACL for Windows and Robots

e Scheduling and Running the User Synchronization Task

e Enabling an Rsam Saved Search for HighBond

e Configuring ACL for Windows Desktop Client

e Importing an Rsam Saved Search into ACL for Windows

Note: If on-premise customers want to automate the storyboard creation in HighBond, it is
required to configure the Robots Agent. For more information, refer Rsam HighBond Integration
Guide Part 3 - Automating Storyboards with Robots.

Enabling Inbound API Access for Rsam Users (for ACL for
Windows)

When a user connects to Rsam from ACL for Windows for importing saved searches, they will leverage
their Rsam user account to establish this connection. To enable that connection, their Rsam user
account must be granted access to the Inbound API.

Rsam users must be granted access to Rsam Inbound API before they can connect to Rsam through
ACL for Windows. This document assumes that any Rsam users who would use ACL for Windows
would likely be Administrator users. However, it is also possible to grant access to standard users as
required.
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Single-Sign On (SSO) Scenario

If Single-Sign On is enabled in an environment, the following considerations must be met:

e Currently, redirects through Rsam to HighBond and does not allow a user to bypass SSO. The
Rsam Admin account(s) that will sync with HighBond must use SSO.

e Though a customer is using SSO, they may also use local accounts, typically Admin accounts. If
the customer wants to retain local Admin Accounts, then an additional Admin account must be
set up to use SSO and licensing for that user must be updated in both HighBond and Rsam.
Alternatively, the customer can assign Admin privileges to an existing SSO user.

e When using ACL for windows through SSO, the API key must be used.

To grant API Access to Rsam users so that they can connect to Rsam from ACL for Windows, perform
the following steps:

1. Log in to Rsam as an Administrator.
2. Navigate to Manage > Users/Groups. The Manage Users page appears.
3. Select the required user.

Note: It is recommended that the provisioned user be a HighBond Admin with permission to
create and modify visualizations, storyboards, etc. in HighBond.

The User Details page appears.

User Informaticn Assign Groups System Roles Relabted Groups

User Delails
User Id: =
highband_user []Force Lser te change passward on next login
First Namse: # Middle Hame:  Last Name Ué'-cl:ﬂh'-‘\’. s Locked
Gardan Lim [0 Accownt ks Perding
Ernad ID: Phome Mumbser Wser Privilege:
1
aorount Administrator s
Password: = User Report Privilege:
Unable to Gensrate Feports = i
Confirm Passwaord; = [T)ceess Impert Cibject Soreens
I:I Aoress Import Records Soreens
O LDAF User [ Aceess Manage User/Groups
s
User's LOAP TD: [ Access HighBond Platfarm
| Two factor Authentication
[T Enablad
User's LDWWP Diomadn -
B ACcess AP[
Please select a Gamain : ]
Language:
Select Language :
Time zane:
Select Timezone =
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4. Select the check box corresponding to Access HighBond Platform and then select HighBond
Admin in the drop-down list that appears.

Note: Ensure the email of the user is provided in the Email ID field. HighBond uses an email
address as the unique ID for a user. Therefore, all Rsam users that will sync with HighBond
must have a unique email address in their user record in Rsam. If more than one user account
is synced for a single user with HighBond, each additional account must have a unique email
address. The additional email accounts can be aliases of the primary account if the mail server
supports it.

5. Select the check box corresponding to Access API. The Permanent API key details section
appears.

5 Access API
AN

Permanent API key details

Generate Key Clear Key

6. Click OK to save the user details.

Make sure to save the RSAM user profile after the API key has been generated. Otherwise, the
API key will not work.

Scheduling and Running the User Synchronization Task

While deploying the integration upgrade on Rsam, the scheduler task to sync users is also generated
by the Rsam utility.

Note: This task must be associated to a schedule and will then run automatically as scheduled.
A user to be synced must either have a blank phone number or a number that has at least 10
characters.

Users can also run the task manually, as required. When the task runs, all users marked to be
provided access to HighBond, are granted access, based on the System Role defined.

To view the User Sync Task and associate it to a schedule, perform the following steps:

1. Click (Scheduler icon) in the top navigation menu. The Scheduler page opens.

2. In the Schedules tab, click Add to add a new schedule. The Rsam Add/Modify Schedule
dialog box appears.
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3. Provide a name for the schedule and define the details for the schedule as required.
The following image shows an example schedule.
[ Rsam Add/Medify Schedule - Goagle Chrome - O »
@ htps;, ream.com/RSAM_WEBADMIN/SC_Schedule.aspx
Mame
HighBond User Sync Schedule
Occurs Start DateTime: End Date:
(Oane Time | 4/19/2019 22:30:44 Ea 4/10/2020
Recurr'ing Pacfic Standard Time
(@ Daily
(Oweekly Every 1 E day(s)
(Omonthly
[ on Hold Repeat Every For Duration of D Stop the task
Hour(s): Minute(s): Hour(s): Minute(s): Etl‘dfltl;ltir:nn::‘-l:‘l;
Ry T a T
gskpeal UE-UE :}ElUE
4. Click Save to save the schedule. The schedule is added to the list.
5. Select the schedule.
6. In the Tasks section, at the bottom of the dialog box, scroll down to view and select the task -
Sync HighBond Instance.
Schedule 5 Aute Refrash m Modify Delsta |
MAME .I;ES-CHIFTIEHI B --F-I'III.'I'I.IS -
Erterprise Wightly Schedule g:::z:-'ﬁrr 1 @ayis) Martng om 2005-01-28 &t 16:11 ending on 2050- EMABLED
HighBond Lisr Syne Schedule g:'l;mv 1 day(s) starting on 2009-04-10 at 02:47 ending on 2020~ ENABLED
SERP_Increrment. Wear EIIJEDT" I day of Jan starting on 2017-01-01 at 00:0L ending on 2098- e o
VEN DME - Ongaing Monioring :::ﬁ:;;nu:g;-:?ﬁw- Iul, Oct starting on Z2016-08-01 at 01:00 EMABLED
WM Maetrics Fun onoe on 2017-12-18 ak 18:41 ENABLED
| When ‘HighBomd User Sync Sehedule’ runs, execute following task(s) ;
STATUS  NAME DESCRIPTION T™WeE et OO i i g Bt S et
([Of @ [mawstovar omcs @i vnoe
[AM AUD Aadit .\,
0 o el Bl B IO .
LaM aud L3 -2~
0 U] ’a‘z‘;‘f;;::'“‘ .;.”a'll.fncs gg:lz?z?gzzﬁ 32:1291?5926 Lid
@ Sy Highbond S'Fnrl;u:r:frwn |
! ] Insance Been 0 ihinm
| Updata fa T T
7. Click Update to save the association.
8. To manually run the task for the first time, select the task and click Run. Click OK in the

confirmation message that appears.

Note: The timezones Australia/Eucla, Australia/LHI, Australia/Lord_Howe, Etc/GMT+12, Etc/GMT-14,
Pacific/Kiritimati, Pacific/Marquesas, and GMT—-0 are not supported in HighBond. If users have any of
these are the preferred timezone, the default timezone will be used in HighBond.
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Enabling an Rsam Saved Search for HighBond

To designate an Rsam Saved Search to be used with HighBond, perform the following steps:
1. Log in to Rsam as a user with access to the required saved search.

2. Navigate to Search > Saved Searches & Charts.

Searches

| Mew Search Saved Searches
| Selact a search te run or edit
+ ¢ t reh = z
Mg O gt Saanic Search Name Created By Use Type |
# New Record Search T e . |
+ Mew Log Search *HITRUST Lockup Control Detai Administrator Dynamac Attribute i X
#* New Performance Search *HITRUST Lookug Control Levels | Administrator (shared)  Dynamic Attribute L X |
| # New Debug Search *HITRUST Lookup Controls Administrator (shared)  Dynamic Attribute i X
| Existing Searches 1. Auclits by Status Administrator (shared)  Records Navigator w ) ® |
Al Searches 2. Meterial Requeasts By Status Administrator (shared)  Records Navigator L] ’ X
—
| ] Object Searches 3. My Open Workpapers Administrator (shared)  Records Navigator (7] X |
_j Record Searches 4, Workpagers by Status Adrrinistrator (shared)  Records Navigator i s X
Log Searches
. 5. Findings by Statws Administrator (shared)  Records Mavigator -] X
Performance Searches
| B e hemlan Theens - - 7
| 1 Debug Searches 6. Action ltems By Status Administrator {shared) Records Navigatar it %X

3. Create a new search or open an existing search and click Save Search As.
The Search Manager dialog box appears.

4. Provide the required details for the Search and select the check box corresponding to
HighBond Platform in the Search Use Type section.

[3 Search Manager - Google Chrome e O
]

RSAM_WEBADMIN/WA_SearchManager_P.aspx?Action=185earchType=08&Apg

Search Name:

Search Description:

Records to Return: 1000 Records Per Page: 50

[ pisplay Group Name [ Hide Groups With No Data

Search Use Type
[ object Navigator  [) Record Mavigator [ Custom Reports / Metrics / Filber HighBond Platform

[ ovnamic attribute B Bypass ‘Records to Return’ for special uses

This option is available for Rsam Saved Searches only once the HighBond integration has been
established in the Rsam instance.

5. Click Save to save the search.

For information on using the HighBond-enabled Rsam Saved Searches, see Importing an Rsam
Saved Search into ACL for Windows.
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ACL for Windows Desktop Client

ACL for Windows is a desktop client that serves two primary purposes when creating Rsam
Storyboards:

e Serves as a user interface for manually connecting to an Rsam instance, importing a Saved
Search result, and publishing that result to HighBond.

e Serves as a local development environment for creating and testing analytic scripts that can be
automated using robots. For more information, refer to the Automating Storyboards with Robots
document.

This section explains the following topics:

e Installing ACL for Windows

e Activating ACL for Windows

e Configuring the Rsam Data Source in ACL for Windows

Installing ACL for Windows
To install the ACL for Windows desktop client, perform the following steps:

1. From your Rsam instance, navigate to HighBond > Launchpad. The HighBond Launchpad
appears.

il =
Mitzmathon .

"] &= & e =
Sefup -~

2. Navigate to Resources > Downloads in the Launchpad.

3. Click Download Version 14.x in the ACL for Windows tab. The installer is downloaded to
your Downloads folder.
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@ ACL for Windows Robots Agent

@ ACL for Windows

Connect to any data, analyze any risk, and visualize your results.

Install the latest version of ACL for Windows to power the world’s most trusted data-driven
GRC tool. The installation package contains Analytics and Offline Projects. Not sure what the

big deal is? Learn more.

Download Version 14.2

819 MB | 2019-11-25

4. Run the installer to install the ACL for Windows client application.

5. Ensure that you install the Non-Unicode version.

The ACL for Windows shortcut appears on the Desktop when the installation is completed
successfully.

After installation, users must activate ACL for Windows for the first time before they can log in
to the client.

For further information on installing and setting up ACL for Windows, refer to the ACL for Windows
Installation and Activation Guide from the HighBond Help Docs page in the Galvanize Community
Forum.

Activating ACL for Windows

After installation, users must activate the ACL for Windows desktop client before they can start using
it. To activate ACL for Windows, perform the following:

1. Double-click the ACL for Windows 14 shortcut. The Sign in page appears.

E:l ACL for Windows — O b

»{ HishBond

Sign In Using Your Launchpad Account

Signin to a custom domain

2. Click Sign in to a custom domain link available at the end of the page.
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3. Enter your organization's custom domain in the field provided and click Continue.

Note: Contact Rsam Technical Support Team to obtain the custom domain for your
organization, if you do not already have it.

The Rsam Sign In page appears.
4. Provide your Rsam credentials and click Sign In.
5. Make sure that your organization is selected in the drop-down list.

6. Click Activate Analytics.
On successful activation of the client, ACL for Windows opens.

Configuring the Rsam Data Source in ACL for Windows

The Rsam Data Source for ACL for Windows must be set up in the client to enable the client to import
data from the HighBond-enabled Rsam Saved Searches.

To set up the data source, the following information must be available for the paired Rsam instance:
e URL of the Rsam instance
e API key for the Rsam Inbound API user that will be used to query saved searches

e Rsam application name

To set up the data source, perform the following steps:

1. In ACL for Windows, in the Create section, click Analytic Project.
A dialog appears to save your project file.

2. Provide a name and save the project file.
3. The Analytics application opens.

4. Select Import > Database and application. The Connect to a data source dialog box
appears.

5. Select New Connections and then select Rsam from the list of data sources available.

Connect to a data source...

Existing Connections Mew Cannections

Q, Filt
Dpen Exchange Rates - 64

Orracle - 54 bit
REST - 64 hit
Rsam - 64 bir

Select a connector to beginoreating a

new connection...
Salesforce - 64

Sap

Servicehlow - £4 b
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6. In the Data Connection Settings panel, provide the following information:

a. In the Host field, enter the URL of your Rsam instance.

Note: The URL provided here points to the Rsam instance from where you want to import
Rsam Saved Searches, which is ideally your instance in production setup. You can also
point it to a developer environment instance, if required.

b. In the Authentication Method drop-down, select API Key.

c. Provide the API Key created (mentioned in the Enabling Inbound API Access for Rsam Users
section).

Note: This user should have access enabled to Inbound API and to the HighBond enabled
Rsam Saved Searches.

d. Click Save and Connect.

The Data Access window appears displaying all HighBond-enabled Rsam Saved Searches
in the Available Tables section.

Connectios Staging Area

Al ftes D0 Bt rise w

LoAudits by Status

HIE: C50) 51: FL: Risklens Data

HIB: £550 53 ASMT. Cuasstisnnadrs: Findings Busm Do
HIB: CoS0 &1 BR: Lstiog of Rigks

HIB: R0 51 WOSF: HCSF Indicator Results

HIE: C50 51 MOSF: Control Reguirsment Tier Resul
HIE: T80 5:3: ASMT: RESpanse ba Revisw Resuns
HIE: S50 54 Wi Matrles - B Tiok o Choss
HIB: CER0 53; W; Wkner sbilities

HIE: CRR0 51; IHC; Imcidents

HIE: BRI 51: EPR: CAR - Campalign Uises fck Detalls o e e Baach
HIE: EPM 51: EPRA: UL - Diganization Ui List
HIB: EP 51: EPR: Palicies Diatalls
HIB: ERP 51: EPM: Camp - Policy Campaigrilist
M C haracter F i 50 Mgk a0 Fald Langt L Rl C ' st Dazk [

Note: When adding additional searches, you may need to clear the cache in ACL
Analytics if the added search does not display. Go to the ACL for Windows top menu, click
Import > Database and Application. In the Connect to a data source dialog box,

find the connection and click =~~~ > Clear Cache.

Rsam Platform Documentation 17



HighBond Integration Guide Part 1 & 2 - Initial Set Up & Creating Storyboards from

Rsam Saved Searches

enabled Rsam Saved Searches into ACL for Windows.

To import an Rsam Saved Search into ACL for Windows, perform the following steps:

1. Sign in to ACL for Windows and select the required project.

The Project opens.

2. Select Import > Database and application.

3. In the Connect to a data source dialog, select the Rsam Data Source and click

Connect. The Data Access window appears.

4. Select the required Rsam Saved Search from the Available Tables section. The Saved

Search details appear in the Staging Area.

Staging Area

Saarch far Documentation |
o | Name Aliss Tyeme
OF1 | Entity

|oFz | subEntity

| cino
e Fislds =}

#
-
-
& |oF
#
-
F

~ Hi

Add Alters 1o limit results..

Import Preview

All Charscter

EQL MODE

-

5. Click Refresh to fetch the latest results for the Saved Search.

The search results appear in the Import Preview section.

6. Click Save to save the imported saved search results.

7. Provide a name for the table in the prompt that appears and click Save.

The newly imported results table is listed in the Analytics window.

E MaduleResults
FE ModubeResults

Log Variables

ModulzResults Records 433

~| @

Workflow_State
9 B Finalized
10 a3, Aszessment Dty Gatr
11 4c Assessment Finalized
12 Active
13 Acbive
14 Actwe
15 Active
168 Actree
17 Actre
18 Actwe
19 Artne
L4

Default_View

Object_Type
M Application

Application Controls - Full
PCI Cardholder Data

IT Hiosi

IT Hosi

IT Hiosd

IT Hosi

IT Hiosi

IT Mozt

IT Hiosi

IT Host

o
(x) ()

Entity

Acme Cofp,
Arme Corp.
Arme Corp,
Acme Corp.
Acme Corp.
Arme Corp.
Arme Corp.
Acme Corp.
Arme Corp.
Arme Corp.
Arme Corp.

E8 Fr Ingexc |(None)

Suh_Entity
Assessments

Atsezsments

Assessments

Threat and Vulmerability Management
Threat and Vulnerability Management
Threat and Vulnerability Management
Threat and Vulnerability Managemernt
Threat and Vulmerability Managemernt
Threst and Vulrerability Management
Threat and Vulnerability Managemernt
Threst anad Vulrerability Managemant

-
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Importing an Rsam Saved Search into ACL for Windows

After configuring the Rsam data source in ACL for Windows, you can start importing HighBond-
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Customers can provide HighBond platform access to selected Rsam users. Your ACL Robotics
Enterprise license includes up to one ACL Robotics Professional user for every licensed Rsam
Administrator and up to one ACL Robotics Oversight user for every licensed Rsam Standard User.
However, Rsam Administrators can determine which specific Rsam users have which level of access to
the HighBond platform.

Rsam Administrators can control Rsam users’ access to HighBond from within Rsam. They can
administer HighBond access either individually per Rsam user or in bulk by leveraging Rsam System
Roles and User Groups.

Note: When an Rsam Administrator grants access for Rsam users to HighBond, the users can log in
to HighBond and view the designated areas. However, once the user sync process is executed and
corresponding users have been created in HighBond, an Administrator must grant individual HighBond
users access to specific Storyboards.

A scheduled task runs periodically to sync Rsam user settings with HighBond. As HighBond roles are
added to, removed from, or modified for an Rsam user, those changes are reflected in the user’s
corresponding HighBond user account.

Note: User synchronization is unidirectional from Rsam to HighBond. So all changes to an Rsam
user’s HighBond access should be made from within Rsam. For example, if you modify a user’s role in
HighBond, that role will be overwritten by the role specified in Rsam, the next time the wser sync task
is executed.

Rsam users with access to HighBond will see the HighBond menu item in the top menu bar in Rsam,
which allows them to leverage their current Rsam session to navigate and authenticate seamlessly
from Rsam into HighBond. For more information on navigating to HighBond, refer to Navigating to
HighBond from Rsam.

ﬁ Assessments Manage Records Search HighBond
Launchpad &
Storyboards
W Rsam
Raobats
Your platfo and Compliance”

Please select a module from the shortcuts below, or from the navigator on the left.

I

FRAMEWORE VENDOR RISK ASSESSMENTS
MANAGEMENT




HighBond Integration Guide Part 1 & 2 - Initial Set Up & Creating Storyboards from

Rsam Saved Searches

This chapter explains the following topics:

Granting HighBond Access to Rsam Users in Bulk

Granting HighBond Access to Rsam Users in Bulk

Granting HighBond Access to Rsam Users Individually

2\ R.sam

To assign HighBond access to Rsam users in bulk, an Rsam Administrator can create System Roles
and then assign the roles to relevant user groups, which contain the required users. The steps are as
follows:

1.
2.

Creating HighBond System Roles

Associating a HighBond System Role with a User Group

Creating HighBond System Roles

Rsam Administrators must create the system roles that can access HighBond. To create the system
roles, perform the following steps:

1.
2.
3.

Log in to Rsam as an Administrator.

Navigate to Manage > Administration > Workflow > System Roles.

Create the following two roles:
e HighBond Administrators
e HighBond Users
Configure the roles as follows:
e For HighBond Administrator:
a. Select the Access HighBond Platform check box.

b. Select HighBond Admin from the drop-down list.

Add System Roles

System Role Mame

HighBond Administrators

System Role Description
Role for Rsam users having Administrative access in HighBond

(] allow Report Builder role
5 Access HighBond Platform

HighBond Admin | = |

(omeaner] |

c. Click Save & New to save the configuration and start creating the next role.

Rsam Platform Documentation
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e For HighBond User:
a. Select the Access HighBond Platform check box.

b. Select HighBond User from the drop-down list.

Add System Roles n

System Role Mame

HighBond Users

System Role Description
Role for users having end-user access in HighBond

[] Allow Report Builder role
& Access HighBond Platform

-
-

HighBond User

|‘ Save & New | | Cancel

c. Click Save to save the configuration.
The roles are added to the list.

System Roles

m | Edit | | Delete |

System Roles @ o

HighBond Administrators

HighBond Users

U: Everyone

Vendor Management Users

Associating a HighBond System Role with a User Group

To assign the HighBond access to users in bulk, you can assign the required system role to a User
Group and all users part of the group will be granted access to HighBond. To assign the HighBond
System Role to a user group, perform the following steps:

1. Navigate to Manage > Users/Groups.

2. Select the Manage Groups tab. The page refreshes to display all user groups available in the
system.

3. Open the required user group.

4. Select System Roles tab.
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5. Select the check box corresponding to the required HighBond role (HighBond Administrator or
HighBond User).

Group Informaticn

Assign Users System Roles Related Groups

System Roles
[ Role Name =

HighBond Administrators

wendor Management Users

]
[} HighBond Users
O
O

U: Everyone

Check/Unchedk Selacted

6. Click OK to save the configuration.

All users, who are members of the group, will be granted access to HighBond, based on the
system role selected.

Granting HighBond Access to Rsam Users Individually

Access to HighBond can be provided to an Rsam user individually as well. To provide the access
individually, perform the following steps:

1. Navigate to Manage > Users/Groups.
Open the required user record.

2
3. Select the Access HighBond Platform check box.
4

Select the required system role from the drop-down list. The values available are HighBond
User and HighBond Admin.

[:]Ac-:EES Manage User/Groups

5 Access HighBond Platform

HighBond User

L1

Note: User's Email ID and Last Name are mandatory attributes to access HighBond.
5. Click OK to save the configuration.

Rsam Platform Documentation 22



Navigation to HighBond from Rsam

Rsam users granted access to HighBond can navigate using the HighBond menu item provided on
the top menu bar.

"S Assessments Manage Records Search HighBond

Launchpad &
Storyboards
W Rsam
Robots
Your platfo == and Compliance”

Please select 2 module from the shortcuts below, or from the navigator on the left.

ISR

FRAMEWORK VENDOR RISK ASSESSMENTS
MANAGEMENT

The navigation items available in the HighBond menu are as follows:

e Launchpad - Navigates to the HighBond Launchpad, a central location from which a user can
access all areas of the HighBond platform.

e Storyboards - Navigates to the HighBond Results application, where users can view available
Storyboards.

e Robots - Navigates to the ACL Robotics application, where a user can create and manage
robots.

HighBond User Authentication Mechanism

When an Rsam user navigates to HighBond using the HighBond menu item in Rsam, Rsam passes a
user token to automatically authenticate the user in HighBond. This makes navigation and
authentication appear seamless to Rsam users.

Note: Rsam users can access HighBond only by navigating from the HighBond menu item in Rsam.
Rsam user credentials are not stored in HighBond, so Rsam users cannot log into HighBond from the
Launchpad login page.
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Rsam Saved Searches for HighBond

The Rsam integration with HighBond enables Rsam Saved Searches to be imported into HighBond and

be displayed as visualizations in the Storyboards.

Note: Only those Saved Searches designated to be used with HighBond will be available to be

imported into HighBond Storyboards.

The Rsam data source that is configured with ACL for Windows allows you to bring Rsam object and

record data into the HighBond Storyboards.

To designate an Rsam Saved Search to be used with HighBond, perform the following steps:

1. Log in to Rsam as a user with access to the required saved search.

2. Navigate to Search > Saved Searches & Charts.

Searches
| New Search Saved Searches
[ Select 3 search te run or edit

+* Mew t wch = =

e e Search Name Created By

# Mew Record Search - v

o+ few Log Search "HITRUST Lookup Control Dekai Administrator

* mew Performance Ssarch *HITRUST Lookug Control Levels Adrinistrator (shared)
| st i “HITEUST Lookup Controls Administrator (shared)

| Existing Searches 1. Awdits by Status administrator [shared)

All Searches 2. Material Bequests By Status administrator (shared)
-l
] Object Searches 3, My Dpen Workpapers Administrator (shared)
__j Record Searches Workpapers by Status Administrator (shared)
Log Searches
. 3. Findings by Status Administrator (shared)
Performance Searches
s &, Action ftems By Status Administrator (shared)

| ) Debug Searches

Use Type

Dynamic Attribute
Diynamic Attribute
Dynamic Attribute
Records Navigator
Records Navigatar
Records Navigator
Records Navigataor
Records Mavigator

Records Navigator

o

08| |5 &) -

[

3. Click + New Object Search and click Update in the Select Fields dialog box that appears.

@ Sedact Fizlds - Google Chrome

=1 ] - - pa - -
Select the fields to include into your search. You can set order, sorting and grouping as well as filters

Quick Search
E t O ET - Switch to Advanced Mode
Field Typa Fiald DE E’ﬂﬂlv Field Filter

| Object Fields Entity 1

| Object Fislds Sub Enity 2

| Object Fields Object Type 3

| Object Fields Object Name 4

| object Fields Object Workflow State 5

I

Attribute Types: [T Sort alphabetically (55 Limit to selected Object Tvpes m Cancel

The dialog box closes and the page refreshes to display the search results.
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Click Save.
The Search Manager dialog box appears.

Provide the required details for the Search and select the check box corresponding to
HighBond Platform in the Search Use Type section.

[ Search Manager - Google Chrome - ]

"] ” RSAM_WEBADMIN/WA_SearchManager_P.aspx?Action=185earchType=08&Apg

Search Name:

Search Description:

Records to Return: 1000 Records Per Page: 50

[ pisplay Group Name [ Hide Groups With No Data

Search Use Tyvpe
[] object Navigator  [J Record Mavigator [] Custom Reports / Metrics / Filter | B HighBond Platform

[ ovnamic attribute B Bypass ‘Records to Return’ for special uses

This option is available for Rsam Saved Searches only once the HighBond integration has been
established in the Rsam instance.

Click Save to save the search.

For information on using the HighBond-enabled Rsam Saved Searches, see Importing an Rsam
Saved Search into ACL for Windows Manually.

Guidance on Saved Searches for HighBond

Some

points to remember when creating Saved Searches to be used in HighBond:

Rsam recommends that searches used for HighBond integration be created solely for that
purpose.

If you want to use an existing saved search, it is recommended that you use the Save Search
As feature to create a copy of that search for use in HighBond. This ensures that users do not
make modifications to the search that may break the HighBond analytic scripts created to
process the specific search result.

If a saved search is intentionally being changed to modify the data sent to HighBond, the
corresponding changes will need to be made in the respective HighBond scripts (whether those
scripts are being executed through the client application or HighBond Robots).

HighBond expects a f/at search result. So Saved Searches created for use in HighBond should
not have any groupings specified. If data needs to be grouped in the resulting storyboard, this
grouping can be accomplished using HighBond analytic scripts.
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Importing and Exporting Rsam Saved
Searches in ACL for Windows

ACL for Windows is a desktop client that serves two primary purposes when creating Rsam
Storyboards:

e Serves as a user interface for manually connecting to an Rsam instance, importing a Saved
Search result, and publishing that result to HighBond.

e Can be used as a local development environment for creating and testing analytic scripts that
can be automated using robots. For more information, refer to the Automating Storyboards with
Robots document.

For information on installing and activating ACL for Windows and configuring Rsam data source, refer
to the Rsam Integration with HighBond Guide.

Importing an Rsam Saved Search into ACL for Windows

After configuring the Rsam data source in ACL for Windows, you can start importing HighBond-
enabled Rsam Saved Searches into ACL for Windows.

To import an Rsam Saved Search into ACL for Windows, perform the following steps:
1. Signin to ACL for Windows and select the required project.
The Project opens.
2. Select Import > Database and application.

3. In the Connect to a data source dialog, select the Rsam data source and click Connect.
The Data Access window appears.

Note: If you want to refresh the connection, move the cursor over the Rsam data source and
click =++ and select Clear cache.

4. Select the required Rsam Saved Search from the Available Tables section. The Saved Search
details appear in the Staging Area.

Staging Area SGL MODE

Saarch for Documentation |

| e | Mame Aliss i

# |OF1 | Eniity String
- oz Sutb Eflity String
@ |OFF  Mame String
# | OFS | Obdect Type Hering
@ | OFé | WorkflowSiste | String
# | CIDD | Oject 1D Ineger
|~ Hide Fisids 2]
Add filters to limit results.. s
Import Preview Estimate Size m

All Charactar Saht Basck Cancel
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Click Refresh to fetch the latest results for the Saved Search.
The search results appear in the Import Preview section.

Click Save to save the imported saved search results.

Provide a name for the table in the prompt that appears and click Save.
The newly imported results table is listed in the Analytics window.

FR ModuleResults

W ModuleResulteacl
{7 ModuleResults | ~| @ ® @ [ Fr 'moec |(Nons) ~|
FE ModuleReslts ‘Workflaw_State Object_Type Entity Sub_Entity
9 & Finalized T Application Arme Coap. ASEEEEMEnts -
10 da. Assessment Data Gatr Application Controls - Full Arme Codp. Assessments
1 Ac Assessment Finalized PO Cardholder Data Arme Coap. Arsessments
12  Actie IT Haost Arme Codp, Thirest and Vulnerbility Managemerit
13 Acthe IT Host Atme Codp. Threst and Vulnenabil ity Managemert
14 Acthe IT Host Arme Coap. Threst and Vulnerbility Managemert
15 Actie IT Hast Arme Codp. Threst and Vulrerakility Managemerit
16  Actne IT Host Arme Coap. Threst and Vulnerbility Managemert
17 Actie IT Host Atme Covp. Threst and Vulnerability Managemert
18 Actwe IT Haost Arme Coap. Threst and Vulnerability Managemert
18 Acthe IT Hiosk Arme Corp. Threat and Vulnerabil ity Managemert
L4 ¥
Log Variables Default, View
ModuleResults Records: 433

Exporting an Rsam Saved Search from ACL for Windows to
HighBond Results

After importing an Rsam Saved Search into ACL for Windows, you can manually export the search into
the HighBond Resul/ts on-demand basis.

To export an Rsam Saved Search from ACL for Windows to HighBond Resul/ts, perform the following
steps:

1.

In the Analytics window, select the required Rsam Saved Search results from the Navigator
panel.

Select Data > Export. The Export dialog box appears.

Export =
Man  Moe
Expart Fiekds () Fields (@) ew

Neme Stat Calegary  Length  Tile Expott As

Vierdlorw_State R 50 Weddiow,| | HighBond -

IAM_U__fodt Type 62 © 50 1AM_U_

IAM_AUD__Siat_Date 312 D 10 1AM__ALl Expert Dptions

IAM_AUD__Lead_tudi.. 262 C 50 1AM_AL ] Ovenvints able

IAM_AUD__End_Date 322 D 10 1AM__aL

IAM_AUD__Audt_Name 162 C 50 IAM_AU [inghude feld display name

IAM_AUD__Audt_Man.. 212 C 50 1AM __AU

IAM__AF__ Plan_MName 112 C S0 IAM__ AP

Finding_ID 51 M 11 Findling_IL

< >
]
To.. || I
[ox ]| comce Help
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3. Select Fields or View as required.
If you select Fields, select all the required fields to be exported by click Export Fields.

4. Select HighBond from the Export As drop-down list.

5. Select the check box corresponding to Overwrite table if you want the data to be overwritten
for any existing fields.

6. Click To. The Select Destination Test dialog box appears.

7. Select your organization's account and then select the collection My Sample Collection.
Note: Customers can create additional Collections in HighBond and those collections will be
available for selection from within ACL for Windows.

8. Select My Sample Analysis.

9. Provide a name for the search in the New data analytic field and click Create.

The Test ID is automatically populated.
10. Click OK in the Export dialog box. The results are exported to the destination successfully.

Note: The import and export of Rsam saved searches can be automated using HighBond
Robots. For more information, refer to the Rsam HighBond Integration Guide Part 3 -
Automating Storyboards with Robots.
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Configurations in HighBond

On successfully exporting Rsam Saved Searches into HighBond, the search results will be available in
the designated Collection in the Resu/ts module. Users can use these results to create visualizations,
which can in turn be used to create storyboards.

This chapter explains the following topics:

e Creating Visualizations from Search Results

e Creating a Storyboard from Visualization

e Granting Rsam Users Access to Storyboards

Creating Visualizations from Search Results

To create visualizations from Rsam search results, perform the following steps:

1. Log in to Rsam and navigate to HighBond > Storyboards.
The Results Dashboard appears to display the Storyboards and Collections.

¢ = =

Rsam Visualizations Cofection Satiings

S Suite

Colction Seiting

Teirsplate Cheesibannaires Tirsis & Rasulls Colkection Sabtings

My Sample Collectlon m Colkection Satilngs

2. Scroll down to the Collections section and click Tests & Results corresponding to the
collection where the search was exported (My Sample Collection) from ACL for Windows.

The page refreshes to display the Data Analytic results available in the selected collection.

[ My Sample Analysis Anabysis Sottings Mow Tabile - x
B Integration Search Hesults Dita Anahtic Setings X
The records in this Dats Analytic were imported from Anafytics onbay 08, 2017 Remediate Indicate Automate
e Rz waneraze e T g
M Object Search Results Dhama Analytic Sectings X
T recands in DS D18 Ansitic were rgarted rom Anahylics on May 27, 2017 Remediate Indicate Automate
"Wiar Faccegu i Maarics W Trigaes
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3. Click View Records corresponding to the Data Analytic you exported from ACL for Windows.
The Table View appears listing all the results.

it M Object Search Resuts m - | %
% Priority T 4aSta..T = Published ¥ a:Publi. ¥ = Updated ¥ £ Clo. T 4 WorkflowSt.. T # ObjectID
1 Lrws Hew May 29, 2019 12:36:51 PM admenistrator  May 29, 2009 123851 PM MiA, B59
F4 Lo Hew May 258, 3012 12:38:31 PM Adméanistrator May 29,2019 123831 PM FA 1508
3 Lovw Hew May 29, 2019 12:36:51 P Admenistrator  May 29, 2019 123551 PM 6. Finalized 1509
< Lo Hew May 2%, 3012 12:38:31 P Administrator  May 29, 2009 12-38:-51 PM 1 Mot Started 1510
5 Lovws Hew May 29, 2019 12:36:51 PM Admenistrator  May 29,2019 123551 PM 1 Mot Started 1.590
& Lo Hew May 2%, 3012 12:38:31 PM Administrator  Mey 29, 2019 12-38-51 Pk 1 Mot Started 1471
7 Lovws Hew May 29, 2019 12:35:51 PM Admenistrator  May 29, 2019 123551 PM ACiive 1593

4. Click +Add Visualization to create a visualization from the search results.

The Choose a visualization dialog box appears.

Cancel

5. Select the required visualization type (for example, pie chart, heat map, column chart, summary
table, etc.).

Rsam Platform Documentation 30



Jk HighBond Integration Guide Part 1 & 2 - Initial Set Up &
- R-Sam Creating Storyboards from Rsam Saved Searches

6. In the Configure Visualization panel, perform the following steps:

a. Select the required category (for example, Workflow State) to be displayed in the
visualization, from the Categories Displayed drop-down list.

b. Select the Value type to be displayed in the visualization.

Configure Visualization >

M [Zal Display

Categories Displayed

As Workflow State -

Value

& Average  Sum  Min | Max

——

c. Click Apply to preview the visualization.

W da Sasesseen] Data Catheding 8 1Mot Serted W newly iesbfed daset W R

W b dssessmeent Finabized @ Acitee @ 5 Finskzed @ & Clasmifcation Duts Gathering
@ 4 Waiting for Aasament W 3.Ertering Plan: B hictStarted W i Frogren

¥ th. Biisismenl Reiposse Reviow L iitesnal Contrel validation 8 3 Classiieatios beview @ 7 active Vendos

& actionFlansing W Pending Ariestation # Profie Scoping

197 H230%)

A e T

7. Provide a name for the visualization and click Save.

8. Click + to create one more visualization.

9. Select the required visualization type (for example, Column chart).
10. Select Sub Entity in the X-Axis field.

11. Select Count in the Y-Axis section.
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12. Click Apply to create the visualization.

Sub Entity

13. Provide a name for the visualization and click Save.

Creating a Storyboard from Visualization

To create a storyboard using the visualizations, perform the following steps:

1. Navigate to the Results Dashboard and click New Storyboard.
The storyboard creation page appears.

2. Click to add visualizations, metrics, and charts.

oy

3. Click "2/ to add the newly created visualizations.
4, After adding all the required elements on the storyboard, click Save.

5. Click the Edit toggle button to view the created storyboard.

Edit sam B PN

Snnybaard was successhily updated.

Objects Storyboard
Rsam Objects OBJECTS BY WORKFLOW STATE COUNT BY SUB ENTITIES

Dispiays the data for the various objects 3§ Ssmies, e b =,
: :
configured in Rsam. T8ttty T .

7
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Granting Rsam Users Access to Storyboards

After confirming that Rsam data is being pulled into the Storyboard successfully, you can grant users
access to the Storyboard. Rsam Administrators determine which Rsam users have access to HighBond
in general. However, once the user sync process is executed and corresponding users have been
created in HighBond, an Administrator must grant individual HighBond users access to specific
Storyboards.

To grant users access to a storyboard, perform the following steps:

1. Log in as an Rsam Administrator and navigate to HighBond > Launchpad.

The HighBond Launchpad appears.

) - |
s
Automation ~
e = & o =3
Aty
Sequp
o] & ia)

2. Click Automation > Storyboards to open the list of storyboards.

3. Select the required storyboard. The page refreshes to display the storyboard.

4. Click the Share Storyboard ( & ) icon on the top-right of the storyboard.
The Storyboard Sharing panel displays the list of users having access to the storyboard.

5. Scroll to the end of the panel and click Manage Users.

6. Use the search filter to find the user(s) you want to grant access to the storyboard. You can
perform multiple searches to select multiple users in this filter.

7. Select the required user(s) and click Confirm Changes. The selected users are now granted
access to the storyboard.
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